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In  air  combat,  "the  merge"  occurs  when  opposing  aircraft  meet  and  pass  each  other  Then  they 
usually  "mix  it  up. "  In  a  similar  spirit,  Air  and  Space  Power  Journal's  "Merge"  articles  present 
contending  ideas.  Readers  are  free  to  join  the  intellectual  battlespace.  Please  send  comments  to 
aspj@maxwell.  af.  mil. 
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At  the  dawn  of  airpower,  the  Army 

Air  Corps  created  the  Air  Corps  Tac¬ 
tical  School  (ACTS),  which  focused 
upon  developing  tactics,  techniques,  and 
procedures  (TTP)  as  well  as  doctrine  that 
would  best  use  airpower  in  war.  Currently, 
the  Air  Force's  School  of  Advanced  Air  and 
Space  Studies  (SAASS)  at  Maxwell  AFB,  Ala¬ 
bama,  produces  highly  capable  warfare 
strategists  in  support  of  the  joint  fight.  We 
need  to  blend  ideas  from  these  two  pro¬ 
grams  into  a  school  that  develops  cyber 
power  leaders  capable  of  guiding  the  Air 
Force  into  a  future  where  we  can  fly,  fight, 
and  win  in  air,  space,  and  cyberspace  to 
support  America’s  military  objectives. 

The  Air  Force  is  struggling  to  determine 
the  best  way  of  developing  offensive  and 
defensive  capabilities  for  cyber  warfare. 

Our  war-fighting  prowess  across  the  land, 
sea,  air,  and  space  domains  relies  upon  our 
ability  to  maneuver  freely  within  cyber¬ 
space.  Preserving  that  ability  represents  a 
critical  defensive  requirement.  We  must 
also  become  capable  of  holding  at  risk  our 
adversaries’  capacity  to  maneuver  within 
cyberspace.  This  article  introduces  a  con¬ 
cept  concerning  how  and  why  our  service 
should  cultivate  cyber-oriented  warrior- 
scholars  who  can  shape  the  Air  Force  fight 
in  cyberspace. 

In  many  ways,  cyber  warfare  is  in  its 
"Billy  Mitchell”  days,  analogous  to  the  ad¬ 


vent  of  airpower  prior  to  World  War  II.  We 
are  aware  of  potential  and  actual  risks  in 
this  new  domain  but  do  not  fully  under¬ 
stand  them.  Just  as  ACTS  gave  rise  to  mod¬ 
ern  airpower,  so  do  we  need  a  school  that 
produces  cyber-oriented  warrior-scholars 
who  can  help  guide  the  future  Air  Force. 
One  possibility  involves  adding  a  second 
year  of  technical  study  of  the  cyber  domain 
to  the  foundation  in  operational  art  and  sci¬ 
ence  offered  by  Air  Command  and  Staff 
College  (ACSC)  at  Maxwell.  Such  a  second- 
year  cyber  school  already  exists  within  Air 
University:  the  intermediate  developmental 
education  (IDE)  cyber  warfare  program  at 
the  Air  Force  Institute  of  Tfechnology  (AFIT), 
located  at  Wright-Patterson  AFB,  Ohio.1 1 
propose  that  the  Air  Force  create  a  two-year 
professional  military  education  (PME)  path 
consisting  of  ACSC  followed  by  AFIT's  cy¬ 
ber  warfare  program,  paralleling  the  current 
path  of  ACSC  followed  by  SAASS. 

The  Missing  Ingredient 

China,  North  Korea,  and  other  countries 
have  well-developed  graduate  education 
programs  in  cyber  warfare.2  Additionally, 
these  nations  send  students  to  America’s 
finest  graduate  institutions  for  master's  and 
doctoral  degrees  in  cyber  disciplines  such 
as  computer  science,  computer  engineer¬ 
ing,  and  electrical  engineering.  These  stu- 
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dents  return  to  their  countries  and  apply 
their  new  knowledge  towards  developing 
cyber  warfare  capabilities.  Although  they 
may  or  may  not  use  those  capabilities 
against  us,  we  need  to  consider  the  model 
they  are  following. 

Air  Force  Doctrine  Document  1-1,  Lead¬ 
ership  and  Force  Development ,  distinguishes 
between  education  and  training  as  follows: 

Education  provides  critical  thinking  skills, 
encouraging  exploration  into  unknown  areas 
and  creative  problem  solving.  Its  greatest 
benefit  comes  in  unknown  situations  or  new 
challenges.  Thus,  education  prepares  the  indi¬ 
vidual  for  unpredictable  scenarios.  Con¬ 
versely,  training  is  focused  on  a  structured 
skill  set,  and  the  results  of  training  perfor¬ 
mance  should  be  consistent.  Thus,  training 
provides  the  individual  with  skill  expertise. 
Education  and  training  together  provide  the 
tools  for  developing  Airmen.3 

The  current  Air  Force  and  Department  of 
Defense  (DOD)  methodology  for  develop¬ 
ing  cyber  warfare  forces  heavily  emphasizes 
training  instead  of  education.  The  expense 
of  training  in  a  budget-constrained  environ¬ 
ment  compels  us  to  field  forces  that  are 
trained  and  equipped  to  respond  to  only  a 
limited  range  of  scenarios.  These  forces 
find  themselves  out  of  their  depth  when 
faced  with  the  unpredictability  of  a  trained 
and  educated  adversary.  This  is  not  a  win¬ 
ning  strategy— in  fact,  it  is  not  a  strategy  at 
all.  As  we  build  cyber  capabilities,  we  need 
to  counter  the  enemy's  "best  athletes"  with 
our  own,  led  by  highly  educated  and  inno¬ 
vative  warrior-scholars. 

Fundamentally,  operations  in  a  new  war¬ 
fighting  domain  such  as  cyberspace  take 
place  in  a  fog  of  uncertainty  and  new  chal¬ 
lenges.  The  situation  we  face  today  resembles 
the  one  confronted  by  early  airpower  advo¬ 
cates  during  the  interwar  period.  Specifi¬ 
cally,  a  comprehensive  understanding  of 
cyber  warfare  does  not  exist;  there  are  only 
a  handful  of  outspoken  proponents  of  cyber 
warfare;  and  most  people  in  the  Air  Force 
and  other  services  have  little  idea  what  cy¬ 
ber  warfare  brings  to  their  own  mission, 
much  less  the  joint  war-fighting  environ¬ 


ment.  lb  many  people,  cyber  warfare  is 
synonymous  with  communications;  cyber 
attack  means  corrupting  Web  pages;  and 
cyber  defense  means  keeping  our  Web 
pages  safe  from  attack  and  removing  vi¬ 
ruses  from  our  administrative  networks. 
From  this  perspective,  it  is  hard  to  see  how 
cyber  warfare  has  much  to  offer  as  a  war¬ 
fighting  discipline;  consequently,  we  find 
little  popular  support  for  the  Air  Force’s 
push  into  cyberspace. 

The  popular  perception  is  not  far  off  the 
mark.  Cyber  warfare  capabilities  in  the  Air 
Force  and  DOD  are  still  nascent,  and  many 
of  the  ones  we  do  have  are  classified  to  the 
point  that  the  joint  force  commander's 
(JFC)  staffs  cannot  readily  incorporate 
them  into  their  plans.  Inside  the  Air  Force, 
it  is  difficult  to  develop  advocacy  for  un¬ 
developed  and  unproven  cyber  capabilities, 
forces,  and  organizations,  given  that  sup¬ 
porting  the  development  of  cyber  capability 
means  not  supporting  some  other  proven 
capability.  Externally,  the  JFC  has  difficulty 
articulating  requirements  for  capabilities 
that  the  services  can  then  provide  because 
we  do  not  yet  have  much  to  offer  the  JFC  in 
terms  of  a  trustworthy,  usable  means  of  cy¬ 
ber  war  fighting,  not  to  mention  a  plan  for 
employing  it  in  combat. 

How  do  we  address  these  problems?  We 
start  with  an  understanding  of  the  effects 
needed  by  the  JFC  in  current  and  near- 
future  conflicts,  as  well  as  existing  kinetic 
war-fighting  capabilities.  Many  "operators” 
or  war  fighters  in  today’s  Air  Force  possess 
such  knowledge,  but  the  developing  cyber 
warfare  force  and  the  supporting  science 
and  engineering  community  do  not  have  a 
good  understanding  of  it.  Equally  important 
is  awareness  of  today’s  technological  capa¬ 
bilities  for  cyber  warfare  and  their  potential 
direction  in  the  near  future— knowledge 
primarily  possessed  by  a  handful  of  scien¬ 
tists  and  engineers.  A  leadership-oriented 
education  program  that  combines  both  sets 
of  understanding  and  that  encourages  cre¬ 
ative  thinking  as  well  as  problem  solving 
will  produce  highly  innovative,  technically 
competent  war  fighters.  These  officers  will 
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lead  the  fight,  identify  needed  improve¬ 
ments  or  new  effects,  and  work  with  the 
research  and  development  communities  to 
produce  new  war-fighting  competencies. 

This  needed  innovation  is  not  the  sole 
responsibility  of  the  war  fighter.  Rather,  it 
requires  the  involvement  of  the  research, 
technology  development,  planning,  and 
programming  communities,  as  well  as  oth¬ 
ers,  together  with  the  active  participation  of 
operators  in  the  technology-development 
process  and  an  openness  to  innovation.  As 
a  service,  we  have  found  ourselves  in  simi¬ 
lar  situations  before.  Perhaps  the  best  analo¬ 
gies  come  from  the  dawn  of  airpower,  when 
technically  oriented  senior  leaders  shaped 
the  future  Air  Force  through  their  struggles 
to  provide  solutions  to  war-fighting  problems. 

Historical  Analogues 

We  find  a  similar  situation  in  the  strug¬ 
gles  of  leaders  such  as  Lt  Gen  Elwood  "Pete" 
Quesada  and  Gen  George  Kenney  as  they 
tackled  the  integration  of  airpower  into  the 
US  arsenal  before,  during,  and  after  World 
War  II.4  Virtually  awash  in  a  sea  of  change, 
both  men  commanded  American  forces  at 
the  beginnings  of  airpower  and  in  the  con¬ 
text  of  a  world  war.  The  manner  in  which 
these  two  iconic  leaders  dealt  with  our  na¬ 
tion's  war-fighting  problems— specifically, 
their  innovative  exploration  and  adoption  of 
technology  as  well  as  their  pragmatic  ap¬ 
proach  to  war  fighting— offers  the  Air  Force 
valuable  insights.  Both  Quesada  and  Kenney 
dealt  with  strategic  and  tactical  puzzles  by 
tossing  aside  dogma  and  searching  for  ways 
to  improve  the  war-fighting  effectiveness  of 
their  forces.  These  searches  focused  on  con¬ 
tinuous  improvement,  which  entailed  ex¬ 
tensive  experimentation  followed  by  the 
adoption  of  workable  ideas.  Of  particular 
interest  is  the  fact  that  all  of  this  innovation 
proceeded  during  the  heat  of  battle— a  no¬ 
tion  that  is  anathema  to  the  Air  Force’s  cur¬ 
rent  risk-averse  culture.  Both  Quesada  and 
Kenney  had  a  complicated  relationship  with 
the  prevalent  service  culture  of  their  day, 


which  emphasized  strategic  bombing  rather 
than  close  air  support  and  interdiction.  A 
similar  situation  exists  today  in  the  Air 
Force's  understandable  preference  for  the 
air  weapon  over  cyber  or  space  weapons. 
Both  leaders  matured  in  the  pre-Air  Corps 
Army,  and  this  background  and  education 
gave  them  a  shared  understanding  of  and 
common  language  with  the  ground  com¬ 
manders  they  supported.  Correspondingly, 
the  current  airpower-oriented  officers  who 
will  shape  the  future  cyber  forces  share  an 
airpower  background  with  the  air  com¬ 
manders  they  will  work  with  and  support. 
From  a  strategic  perspective,  as  junior  offi¬ 
cers,  Quesada  and  Kenney  spent  time  with 
senior  leaders,  gaining  broad  insights  into 
many  of  the  important  issues  of  the  period. 
Upon  taking  command,  the  two  generals 
emphasized  frequent  meetings  with  the 
ground  commanders  to  enhance  the  situa¬ 
tional  awareness  of  both  sides.  Moreover, 
they  spent  a  great  deal  of  time  in  the  field 
identifying  problems,  devising  fixes,  recog¬ 
nizing  accomplishments  of  their  troops, 
and,  in  general,  leading  from  the  front  of 
efficient,  energetic,  and  effective  organiza¬ 
tions  that  thrived  in  a  wartime  environment. 

From  a  cyber  perspective,  we  need  people 
who  likewise  will  lead  from  the  front  while 
seamlessly  integrating  cyber  warfare  into 
the  overall  fight.  They  will  need  to  work 
closely  with  the  leadership  as  well  as  rank 
and  file  of  the  organizations  upon  which 
they  rely— just  as  Quesada  and  Kenney  sup¬ 
ported  the  ground  commanders. 

Information,  which  serves  as  the  founda¬ 
tion  both  of  modern  society  and  of  military 
effectiveness,  remains  vulnerable  to  cyber 
attack.  Warfare  theorists  such  as  Martin  van 
Creveld  inform  us  that,  throughout  history, 
although  technology  has  brought  promise  of 
increased  war-fighting  power,  it  is  charac¬ 
terized  by  vulnerabilities  and  limitations. 
Victory  in  future  conflicts  depends  upon 
understanding  and  overcoming  the  limita¬ 
tions  of  technology  while  minimizing  de¬ 
pendence  upon  vulnerable  technology.5  Be¬ 
cause  we  are  not  likely  to  divest  ourselves 
of  high-tech,  information-dependent  gad- 
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gets,  we  must  determine  how  to  fly,  fight, 
and  win  in  the  face  of  determined  and  ca¬ 
pable  adversarial  actions  against  those  in¬ 
formation  systems.  Doing  so  will  require 
innovation,  courage,  and  conviction  from 
our  leaders.  The  risk-taking  and  mission- 
oriented  focus  of  Quesada  and  Kenney,  who 
managed  the  interplay  of  command  and 
technology  in  the  context  of  war,  offers  us 
inspiration  and  motivation. 

New  capabilities  will  demand  flexible 
leaders  who  can  develop  new  TTPs  and 
doctrine  in  conjunction  with  researchers, 
technology  developers,  and  operators.  Such 
a  process  calls  for  a  mix  of  education 
(which  provides  broad  understanding  not 
only  of  theory  but  also  of  problem-solving 
skills),  training  (in  a  variety  of  weapon  sys¬ 
tems),  operational  experience,  and  a  solid 
understanding  of  how  the  joint  fight  takes 
place.  Creativity  and  problem-solving  skills 
are  important  characteristics  of  the  future 
cyber  warrior,  whether  they  be  JFC  plan¬ 
ners,  researchers,  operators  in  the  field,  or 
staff  officers.  The  cyber  schoolhouses  must 
become  laboratories  for  conceptualizing 
and  developing  cyber  war-fighting  capabili¬ 
ties,  much  as  ACTS  was  for  Quesada  and 
Kenney  prior  to  World  War  II. 

The  Value  of  a 
Second-Year  School 

Air  University’s  SAASS,  the  Air  Force's 
second-year  graduate  school,  graduates 
strategists  and  warrior-scholars  who  possess 
superior  abilities  to  develop,  evaluate,  and 
employ  airpower  in  conjunction  with  land 
and  sea  capabilities  in  complex  war-fighting 
environments.6  Its  predecessor,  the  School 
of  Advanced  Airpower  Studies  (SAAS),  was 
created  in  1988  primarily  to  develop  strate¬ 
gists.7  The  Air  Force  redesignated  SAAS  as 
SAASS  in  2002. 

Equivalent  programs,  such  as  the  Army’s 
School  of  Advanced  Military  Studies,  the 
Naval  Operational  Planner  Course,  and  the 
Marine  Corps'  School  of  Advanced  War  fight¬ 
ing,  develop  advanced  war  fighters  in  their 


respective  services.8  The  Joint  Advanced 
Warfighting  School  turns  out  advanced  cam¬ 
paign  planners  and  strategists  for  the  Joint 
Staff  and  combatant  commands.9  The  three 
service  schools  build  upon  an  operationally 
focused  foundation  of  first-year  graduate  stud¬ 
ies  in  the  Air  Force's  Air  Command  and  Staff 
College,  the  Army’s  Command  and  General 
Staff  College,  and  the  Marine  Corps'  Com¬ 
mand  and  Staff  College  residence  programs. 

Graduates  of  the  advanced  service 
schools  have  become  some  of  the  most  in¬ 
fluential  strategists  and  leaders  in  their  do¬ 
mains,  able  to  leverage  a  broad  understand¬ 
ing  of  the  art  of  war  and  the  dynamically 
evolving  capabilities  of  our  military  forces 
into  effective  strategies  against  our  ene¬ 
mies.  The  success  of  these  officers'  support 
of  the  JFC  in  achieving  operational  and 
strategic  objectives  demonstrates  the  value 
of  advanced  war-fighting  education.  The 
model  of  enhancing  the  broad  war-fighting 
backgrounds  provided  to  in-residence  IDE 
graduates  with  higher  education  in  a  par¬ 
ticular  area  offers  an  effective  means  of 
grooming  influential  and  productive  leaders 
who  possess  both  depth  and  breadth  in 
their  war-fighting  domains. 

Cyber  Not  a  Good  Fit  for  SAASS 

As  the  Air  Force  determines  where  to  add 
an  advanced  cyber  curriculum  to  its  educa¬ 
tional  system,  it  is  logical  to  consider  en¬ 
hancing  an  existing  program  such  as  SAASS. 
Simply  put,  however,  that  school  is  not  the 
right  place  to  develop  a  cyber  equivalent  of 
ACTS.  The  Air  Force  originally  intended 
SAASS  as  an  airpower  school,  but  its  charter 
to  produce  advanced  warfare  strategists 
drives  a  largely  service-neutral  curricu¬ 
lum-graduates  develop  joint  strategies  re¬ 
alized  by  using  the  full  range  of  war-fighting 
capabilities  across  the  air,  land,  sea,  space, 
and  cyberspace  domains.10  SAASS  students 
extensively  examine  theory  and  historical 
experience,  developing  an  enhanced  ability 
to  think  critically  about  how  best  to  apply 
modern  air,  land,  sea,  space,  and  cyber- 
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space  power  across  the  entire  spectrum  of 
conflict.11  The  curriculum  and  focus  remain 
general  purpose  and  nontechnical. 

In  contrast,  cyber  warfare  is  inherently 
highly  technical  and  new  enough  that  lead¬ 
ers  in  this  domain  must  likewise  become 
technically  proficient,  much  as  the  technical 
depth  acquired  by  Quesada  and  Kenney 
contributed  to  their  successes  in  terms  of 
early  airpower  development.  Adding  an  ap¬ 
propriate  level  of  theoretical  and  engineer¬ 
ing  depth  to  SAASS  not  only  would  prove 
very  expensive  (e.g.,  hiring  the  appropriate 
faculty)  but  also  would  likely  severely 
shortchange  the  strategy  components  of  the 
curriculum.  Ultimately,  the  development  of 
cyber  warfare  TTPs,  doctrine,  and  capability 
does  not  reasonably  fit  into  a  course  of 
study  concerned  with  domain-neutral 
strategy.  This  dilemma  drives  the  need  for 
a  separate  school. 

An  Earlier,  Similar 
Proposal  for  Space 

The  Air  Force  space  community  faced  a 
comparable  situation  in  the  1990s,  and 
similar  ideas  arose  about  the  need  for  space 
power  advocates.  The  service  decided  to 
include  material  about  space  in  the  SAASS 
curriculum  and  to  keep  air  and  space  offi¬ 
cers  together  in  the  same  program.12  The 
goal  of  having  air,  space,  and  cyber  power 
advocates  and  strategists  in  the  same  room 
makes  a  great  deal  of  sense,  and  of  all  of  the 
Air  Force's  PME  schools,  with  the  exception 
of  AFIT,  SAASS  has  incorporated  the  most 
cyber  material  into  its  curriculum.  At  this 
point,  the  analogy  breaks  down.  Instead  of 
emphasizing  general  strategy,  we  need  a 
program  that  seeks  to  understand  the  tech¬ 
nology  and  theoretical  underpinnings  of  the 
capabilities  of  cyber  warfare  and  the  way 
they  can  be  leveraged  alongside  other  joint 
capabilities  in  meeting  the  JFC's  objectives. 
In  this  regard,  the  argument  for  a  separate 
school  reflects  the  need  for  ACTS  before 
World  War  II.  Current  cyber  strategists  are 
trying  to  lift  themselves  up  by  their  boot¬ 


straps,  and  programs  such  as  the  one  lead¬ 
ing  to  AFIT's  cyber  warfare  degree  can  help 
significantly. 

AFIT's  IDE  Cyber  Warfare  Program 

AFIT  developed  the  IDE  cyber  warfare 
(ICW)  program,  which  culminates  in  a  mas¬ 
ter  of  cyber  warfare  degree,  to  support  the 
handful  of  IDE  students  sent  to  that  school 
in  lieu  of  the  in-residence  ACSC  program.13 
The  first  students  entered  the  program  in 
2007  and  graduated  in  2008.  Because  of  its 
origins  as  an  IDE  program,  the  one-year 
ICW  program's  starting  and  graduation 
dates  already  match  up  with  SAASS's. 

ICW  develops  technical  and  leadership 
expertise  in  cyber  warfare  and  cyber  opera¬ 
tions,  with  emphasis  on  the  operational  and 
strategic  levels  of  war.  The  curriculum  fea¬ 
tures  education  and  research  into  the  pro¬ 
tection  of  friendly  operations  in  cyberspace, 
coupled  with  the  attack  against  or  disrup¬ 
tion  of  adversary  capabilities.  Ultimately,  it 
produces  proponents  of  cyber  warfare  who 
understand  and  can  articulate  how  best  to 
apply  cyber  power  (offensive  and  defensive) 
in  order  to  achieve  strategic  and  operational 
military  objectives.  Although  ICW  concen¬ 
trates  on  the  cyber  realm,  cyber  operations 
are  closely  related  to  information  opera¬ 
tions.  Joint,  Air  Force,  and  sister-service 
doctrine  for  information  operations  estab¬ 
lishes  the  foundation  for  technological  con¬ 
structs  provided  by  the  program.  ICW's  of¬ 
ferings  encompass  a  wide  variety  of 
disciplines— both  technical  and  nontech¬ 
nical  aspects— including  the  following: 

•  influence  operations,  psychological 
operations,  and  deception 

•  command  and  control  warfare 

•  electronic  warfare 

•  electronic  sensors 

•  communications  systems  and  networks 

•  computer  and  network  attack,  defense, 
and  exploitation 
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•  threat/vulnerability  assessments  and 
risk  management 

•  legal/ethical  aspects  of  cyber  warfare 

•  strategic  and  tactical  planning  for  cy¬ 
ber  operations  and  warfare 

As  a  war-fighting  domain,  cyberspace  is 
undergoing  rapid  transformation,  a  trend 
that  will  continue  for  the  foreseeable  future. 
This  implies  that  the  educational  develop¬ 
ment  of  our  cyber  leaders  will  require  cor¬ 
respondingly  rapid  transformation.  ICW's 
curriculum  is  developed  and  taught  by  the 
faculty  of  AFIT's  Center  for  Cyberspace  Re¬ 
search,  which  the  secretary  and  chief  of 
staff  of  the  Air  Force  recently  designated 
the  Air  Force’s  Cyberspace  Technical  Center 
of  Excellence.14  In  this  role,  the  Center  for 
Cyberspace  Research  acts  as  a  unifying 
body  for  promoting  cyberspace  education, 
training,  research,  and  technology  develop¬ 
ment.  Its  location  at  the  juncture  between 
the  Air  Force’s  operational  cyber  forces  and 
various  cyber  research,  education,  and 
training  communities  across  the  service, 
DOD,  and  national  organizations  ensures 
that  programs  such  as  ICW  stay  on  the  cut¬ 
ting  edge  of  technology  and  theory. 

Selection  of  Students 
for  the  ICW  Program 

Following  the  model  of  SAASS,  a  central¬ 
ized  process  should  competitively  select  of¬ 
ficers  from  a  pool  of  volunteers.  Although 
all  graduates  of  first-year  residence  schools 
should  be  eligible,  this  program  has  the  main 
goal  of  developing  advocates  who  will  lead 
cyber  warfare  forces  in  developing  cyber 
capabilities  in  support  of  the  JFC's  objec¬ 
tives.  Thus,  selection  criteria  should  favor 
officers  who  will  likely  lead  cyber  units,  in¬ 
tegrate  cyber  into  the  planning  process,  or 
act  as  cyber  advocates  on  joint  and  service 
staffs.  Accordingly,  Air  Force  specialty  code 
(AFSC)  33S  (communications),  14N  (intel¬ 
ligence),  11X  (pilots),  13S  (space  and  missile 
operations),  and  12X  (electronic  warfare  / 


navigator)  officers  and  their  sister-service 
peers  would  become  the  most  likely  pros¬ 
pects  for  attending  such  a  program.15 

How  many  cyber  warrior-scholars  do  the 
Air  Force  and  DOD  need?  SAASS  graduates 
40  advanced  strategists  and  airpower  advo¬ 
cates  each  year.  Forty  cyber  graduates  an¬ 
nually  would  be  a  terrific  start.  However,  an 
initial  cadre  of  15  to  20  cyber-oriented 
warrior-scholars  who  can  bring  to  the  fight 
both  the  operational  breadth  provided  by 
in-residence  IDE  and  the  technological 
depth  conferred  by  ICW  would  constitute  a 
powerful  force  for  developing  cyber  capa¬ 
bilities  in  support  of  the  joint  fight.  Granted, 
this  article  is  Air  Force  centric,  but  the  cy¬ 
ber  fight  is  joint  and  interagency;  therefore, 
programs  such  as  this  one  should  be  open 
to  all  future  leaders  in  cyberspace  warfare. 

Relationship  to  Cyber  Force 
Development 

This  proposal  is  consistent  with  the  Air 
Force  mandate  to  develop  operationally  ca¬ 
pable  cyber  warfare  officers.  Under  the 
guidance  of  Headquarters  Air  Force/A3  and 
Air  Force  Cyber  Command  (Provisional), 
our  service  has  spent  more  than  two  years 
developing  a  strategy  to  organize  and  train 
the  new  cyber  warfare  forces.16  The  devel¬ 
opment  effort  culminated  in  April  2008 
with  an  official  Air  Force  strategy  for  devel¬ 
oping  cyberspace  professionals.  In  that 
strategy,  the  secretary  and  chief  of  staff 
called  for  development  of  trained,  educated 
warriors  capable  of  tailoring  cyber  effects 
against  enemy  centers  of  gravity  and  inte¬ 
grating  them  seamlessly  with  the  full 
spectrum  of  Air  Force  and  joint  kinetic  and 
nonkinetic  effects. 

Downsides  of  the  Proposal 

The  Air  Force  has  too  few  officers  in  the 
field  already.  Clearly,  the  prospect  of  having 
officers  attend  school  for  an  additional  year 
will  not  improve  that  situation.  We  must  also 
consider  costs  related  to  management  and 
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permanent  change  of  station  (PCS),  a  signifi¬ 
cant  issue  in  today’s  budget-constrained  en¬ 
vironment.  Although  we  cannot  downplay 
such  real  costs,  they  do  represent  an  invest¬ 
ment  in  the  Air  Force's  cyber  capability  that 
will  pay  substantial  dividends.  Fortunately, 
due  to  recent  decreases  in  student  flows, 
AFIT  has  sufficient  capacity  to  absorb  15-20 
additional  ICW  students,  thus  confining  the 
majority  of  the  programmatic  costs  to  man¬ 
agement  overhead  and  PCS  expenses. 

Potential  Courses  of  Action 

If  the  concept  of  a  second-year  school  to 
develop  cyber-oriented  warrior-scholars 
makes  sense  for  the  Air  Force,  then  we 
have  at  least  three  possible  courses  of  ac¬ 
tion  available  to  us: 

Establish  a  New  Air  Force  Program 
Dedicated  to  Developing  Cyber-Oriented 
Warrior-Scholars 

This  program  would  parallel  the  ACSC-to- 
SAASS  program  and  consist  of  the  resident 
ACSC  program  followed  by  the  resident 
AFIT  ICW  program.  Competitively  chosen 
from  the  11 X,  12X,  13S,  14N,  and  33S  AFSC 
in-residence  school  graduates,  students 
would  go  into  key  positions  after  comple¬ 
tion  of  their  studies.17  The  program's  time¬ 
lines  would  match  those  of  ACSC/SAASS. 

Pros.  ACSC  would  give  graduates  of  this 
program  in-depth  understanding  of  the  opera¬ 
tional  art  of  war  and  employment  of  airpower, 
and  AFIT's  ICW  would  give  them  similar  un¬ 
derstanding  of  cyber  warfare  and  the  creation 
of  cyber  power.  They  would  have  both  tech¬ 
nical  and  operational  proficiency,  which 
would  enable  them  to  generate  the  innovative 
thought  needed  to  develop  cyber  power  as  a 
war-fighting  function;  they  would  also  be¬ 
come  respected  and  influential  leaders  of  the 
cyberspace  forces.  Because  their  selection  for 
in-residence  school  has  already  identified 
them  as  probable  senior  leaders,  they  have  a 
good  chance  of  occupying  key  positions  fol¬ 
lowing  the  program.  Finally,  ACSC  teaches 
officers  how  to  use  airpower  to  fight  and  win 


at  the  operational  level  of  war.  The  cyber  edu¬ 
cation  from  AFIT's  ICW  would  enable  advo¬ 
cates  of  cyber  power  to  integrate  both  kinetic 
and  nonkinetic  capabilities  across  the  war¬ 
fighting  spectrum. 

Cons.  The  primary  downside  to  this 
course  of  action  is  cost.  Moreover,  officers 
remain  out  of  the  fight  for  two  years  in  order 
to  complete  the  program,  which  involves 
two  PCSs— one  to  ACSC  and  another  to  AFIT. 

Send  More  Officers  through  AFIT's  ICW 

Selected  from  the  11X,  12X,  13S,  14N,  and 
33S  IDE  in-residence  list,  students  would  go 
to  AFIT  along  the  lines  of  the  current  IDE 
program  and  hold  key  cyber  and  related  po¬ 
sitions  after  program  completion. 

Pros.  No  significant  programmatic  or 
management  changes  need  occur.  This  op¬ 
tion  also  incurs  only  one  IDE-related  PCS, 
and  students  would  be  out  of  the  fight  for 
only  one  year. 

Cons.  Primarily,  graduates  would  not  re¬ 
ceive  the  in-depth  education  in  operational 
art  and  the  science  of  war  offered  by  the  in¬ 
residence  ACSC  program,  whose  lectures 
and  seminar  discussions  add  substantially 
to  a  student's  understanding  of  the  material. 
This  deficiency  may  decrease  graduates’ 
ability  to  integrate  cyber  power  with  air  and 
space  power.18 

Re-create  the  AFIT  ICW  Program  at 
Maxwell,  Perhaps  inside  SAASS 

This  program,  which  parallels  the  ACSC-to- 
SAASS  program,  consists  of  the  resident 
ACSC  program  followed  by  the  Maxwell 
ICW  program.  Competitively  chosen  from 
the  11X,  12X,  13S,  14N,  and  33S  AFSC  in¬ 
residence  school  graduates,  students  hold 
key  cyber  and  related  positions  after  pro¬ 
gram  completion.19  Timelines  match  those 
of  ACSC/SAASS. 

Pros.  The  same  as  the  ones  for  the  first 
course  of  action. 

Cons.  The  principal  downsides  involve 
the  difficulty  and  expense  of  duplicating  the 
educational  capability  in  technical  engi- 
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neering  and  science  that  exists  at  AFIT, 
whose  ICW  program  requires  classified  and 
unclassified  laboratory  and  classroom 
space,  classified  and  unclassified  network 
connectivity,  and  extensive  technical  equip¬ 
ment.  The  most  significant  difficulty  would 
entail  creating  and  maintaining  an  appro¬ 
priate,  effective  graduate-level  engineering 
faculty,  usually  requiring  many  years  to  de¬ 
velop.  Finally,  one  of  the  main  advantages 
of  AFIT's  ICW  curriculum  is  that  the  faculty 
members  are  part  of  the  Air  Force  Center 
for  Cyberspace  Research,  which  allows 
them  to  stay  on  the  leading  edge  of  cyber 
warfare  through  teaching,  research,  and 
outreach— an  association  not  available  to 
faculty  at  Maxwell.  Finally,  officers  in  the 
program  would  remain  out  of  the  fight  for 
two  years. 

Recommendation  and 
Conclusion 

I  recommend  the  first  course  of  action- 
establishing  a  new  Air  Force  program  dedi¬ 
cated  to  developing  cyber-oriented  warrior- 
scholars.  Though  expensive  in  terms  of 
time  and  the  cost  of  an  additional  PCS,  it 
offers  the  best  education  to  officers  who  at¬ 
tend.  The  second  course  of  action,  increas¬ 
ing  the  number  of  students  in  the  current 
AFIT  ICW  program,  would  face  the  disad¬ 
vantages  discussed  above  but  might  serve 


well  as  an  initial  step  while  the  program¬ 
matics  of  the  first  course  of  action  are  de¬ 
veloped.  The  third  option,  duplicating  the 
ability  to  teach  an  ICW-like  program  at  Max¬ 
well,  is  the  least  viable  choice,  primarily 
due  to  the  duplication  of  capabilities  as  well 
as  the  high  cost. 

This  program  may  not  need  to  be  perma¬ 
nent— the  Air  Force's  abilities  to  fly,  fight, 
and  win  in  cyberspace  will  likely  solidify 
into  mainstream  processes  in  10  to  15  years. 
Until  then,  we  need  to  determine  how 
graduates  of  ACTS  and  SAAS  were  able  to 
make  the  most  of  the  new  airpower  capa¬ 
bilities.  Following  this  model  will  enable 
the  Air  Force  to  develop  cyber  power  fully 
and  to  integrate  it  seamlessly  into  our  war¬ 
fighting  capabilities.  AFIT's  ICW  program, 
already  up  and  running,  can  accommodate 
15-20  additional  students  each  year.  I  rec¬ 
ommend  that  the  Air  Force  follow  the 
ACTS/ SAAS/ SAASS  path  by  creating  a 
second-year  graduate  path  that  emphasizes 
cyber  and  that  parallels  SAASS.  Just  as  all 
second-year  PME  graduates  have  proven 
influential  in  raising  American  war-fighting 
power  to  its  current  heights,  so  will  ICW 
graduates  become  innovative,  forward- 
thinking  officers  able  to  guide  our  Air  Force 
towards  a  future  in  which  we  can  counter 
all  potential  adversaries  in  air,  space,  and 
cyberspace.  © 

Maxwell  AFB,  Alabama 
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